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Guide

Keeping Your 
Workforce Safe
Best Practices to Prepare & Protect Your 
Business from Four Workplace Threats

Introduction
Everyday threats like natural disasters, workplace 
violence, disgruntled employees, and cyber-attacks 
put your workforce, property and operations at 
extreme risk. When these threats occur, you want to 
ensure your organization is prepared, protected, and 
ready to communicate. 

Having worked with more than 400 customers to help 
them protect their workforce and their businesses, 
Agility Recovery would like to share the “Best Practices” 
we have implemented across our customer base. In 
this guide, our seasoned team of experts has provided 
methodologies and best practices to help you prepare 
for and respond to the following workplace emergencies. 
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1. Natural Disasters—How to
Shelter in Place
Often, when there is an imminent threat or hazard, the 
public is told to “shelter-in-place.” Sheltering in place is 
a precautionary routine to keep you as safe as possible 
while indoors during an emergency event. Someone who 
is not well-versed in emergency preparedness, however, 
may interpret the instruction as: stay exactly where you 
currently are. That tactic could, in fact, put you in danger.

Situations that may require you to shelter in place 
include natural disasters, accidental or intentional release 
of chemical, biological or radiological material; or an 
emergency safety situation, such as in the event of an 
active shooter.

Different threats require slightly different sheltering 
recommendations. Below are 7 key procedures 
necessary to effectively shelter-in-place in your 
workplace.

1. If there are any clients, visitors, or customers, ensure
they stay in your building and are given directions on
shelter-in-place protocols for your office.

2. Bring everyone into the designated shelter-in-place
area, one that is secure and with locks on the doors.

• In a natural disaster or radiological release, you will
generally want this room to be on the lowest level
(preferably below ground), and in the interior-most
part of the building.

• In the event of a chemical or biological event, this
designated area should be an interior, windowless
room on the highest floor possible. Most dangerous
hazardous agents are denser than air and will settle
on the ground level.

3. If your office is in a mobile unit, a plan must be
developed in advance specifying a nearby building to
seek shelter in. Strong winds will turn over a trailer or a
mobile unit, making it an unsafe location during many
types of disasters.

4. Shut off all HVAC systems and fans, and, if there is no
option but to be in a room with windows, ensure they are
closed and covered.

5. Encourage everyone sheltering in place to contact
their emergency contact to let them know
their location and that they are safe.

6. Have essential emergency supplies (your emergency
kit) on hand to bring to the shelter-in- place area.

7. It is beneficial to have a land-line phone along with a
battery-operated radio and television in this safe room
for efficient and reliable communication, as cellular
towers may get overloaded.

In addition to using an emergency notification system 
to alert employees to any threats, consider subscribing to 
your local police department or local county government’s 
Reverse 9-1-1 system to receive alerts about local threats 
in your area. It is very easy to find this information online; 
simply search for the phrase “emergency alert system” 
along with your county and state.

Remember that practice doesn’t make perfect, perfect 
practice makes perfect. It is very important to carry out 
practice drills annually so that everyone in the office 
understands your shelter-in- place plan and ensures it 
is carried out in an appropriate fashion when an event 
does occur.
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2. Hostage Situations—How to
Prepare and Respond
Hostage situations and other acts of workplace violence 
are completely unpredictable. If you acknowledge the 
fact that one can’t be fully insured against a hostage 
situation taking place at your office, it’s time to define and 
plan what you and your team need to do in this situation.

Unfortunately, many business owners do not consider 
planning for instances such as the hostage situation 
until it happens to their employees. The biggest 
misconception is that establishing a procedure for these 
types of events will cause panic among employees.

With proper planning and training, your employees and 
teammates are more likely to respond to an emergency 
situation and be safe and sound. Emotions can get in the 
way, creating life-threatening conditions not only for the 
individual but everyone else. A risky situation such as this 
one needs to be handled with extreme care. 

Preparing for a Hostage Situation

Hostage situations and other acts of workplace violence 
are completely unpredictable, you don’t know whether or 
not your business will be a target.

The best possible way to ensure your employees are 
aware of their roles and responsibilities during a hostage 
situation in the workplace is to be familiar with, and train 
on, your Emergency Action Preparedness Plan (EAP).

In addition to creating an EAP that includes training for 
employees, here are 6 tips to improve safety for every-
one involved in a hostage situation:

1. Do what you are told and do not argue with whoever is
holding you hostage.

2. Try to keep talking to a minimum. A hostage situation
is very stressful, and emotions can run high. The
more vocal you are, the more you will draw attention
to yourself. In this type of situation, attention can be
dangerous.

3. Mentally prepare yourself that you could be there for
a long period of time and wait patiently for the situation
to be resolved. Now is not the time to try to be the hero.
While sometimes it works out, it doesn’t always. Patience
is key.

4. Do not make suggestions, especially if they are risky.

5. Do not make sudden movements, even if help
has arrived.

6. Sit down and keep your hands on your head.
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3. Disgruntled Employees—How
to Handle Before they Retaliate
A laid-off employee killed five people at his place of work 
in Aurora, Illinois in February 2019. This isn’t the first act of 
violence in the workplace, and it’s highly unlikely that it 
will be the last one.

Having a plan for workplace violence doesn’t indicate 
that you don’t trust your employees and coworkers. It 
means that your business cares about the wellbeing 
of your colleagues and want to protect them by 
implementing plans that will keep them safe in the worst-
case scenarios.

Identifying a Disgruntled Employee

To prevent an incident from happening, one must identify 
the signs indicative of anger or hostility. If an employee 
demonstrates open aggression, if they own weapons or 
talk about resorting to violence as a solution, then you 
have signs of a disgruntled employee. Although, the 
biggest sign and the most dangerous type of disgruntled 
employee is one with criminal activity, especially when it 
pertains to violence.

Handling a Disgruntled Employee

Once you have identified that person, it is imperative for 
you and the company to make this your top priority and 
handle the situation carefully to avoid the aggression 
from the employee.

Here are a 4 tips to help avoid or mitigate causing 
additional issues:

1. Don’t let it fester – Make sure the employee knows
you are aware of the behavior and it won’t be tolerated
in the workplace. Be stern, understanding and ready to
discuss all concerns as well as listen to the employee’s
perspective. Make sure that you meet with the
employee in private and clearly communicate the
repercussions if the behavior continues.

2. Document the behavior – By documenting the
behavior, conversation, and final decision regarding
disciplinary action, then you will have covered all your
bases and should there be another issue with that
employee going forward, you will have documentation
regarding previous issues.

3. Keep it confidential – Only discuss details of the
conversation and the issue with other members of
management and those who are directly involved.
Nobody else should be involved.

4. Quick termination – If the behavior is severe and it is
determined the employee should no longer be with the
company, make sure to have everything organized so
that on the day of termination the employee can leave
and will have no reason for return. It is wise to have the
last paycheck delivered to them with all pay through the
last day. This helps the termination to be a clean cut.

Unfortunately, the signs are not always evident until 
it’s too late. If you feel that one of your employees may 
escalate the situation into a potentially dangerous one, 
don’t hesitate to get assistance. Dealing with disgruntled 
employees isn’t pleasant, but the situation must be 
addressed immediately because it can create a lot of 
damage—from the inside out—if it isn’t addressed in a 
timely and professional manner. 
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4. Cybersecurity—Unintentional 
vs Intentional Threats
When you think of a cybersecurity threat, you may recall 
a movie where the villain (or hero) intentionally breaks 
into a company’s network to steal sensitive documents 
or information. Hollywood does a great job of 
entertaining us by bringing these fictitious hackers to life 
in spellbinding, edge of your seat stories.

Intentional external hacking has increased over the 
past few years. In 2017, the number of cyber attacks 
worldwide doubled to 160,000. And even though the 
loss of revenue and additional costs can come from 
malicious acts, frequently these events happen because 
of technical glitches or a human error.

While there are many instances where external hacking 
may be the case, there are also many threats that 
can be considered unintentional leaks of sensitive 
information. And these threats can happen from both 
inside and outside of your organization by both people 
and technology. The Alliance for Telecommunications 
Industry Solutions (ATIS) describes the different types of 
unintentional and intentional threats in the following way:

People Threats

1. Unintentional, insider-originated security breaches
are the result of simple negligence, inattention, or lack
of education. Unintentional mistakes such as a system
administrator errors, operator errors, and programming
errors for example, are common.

2. Intentional acts can be overt and direct action (e.g.
when an employee with access to customer credit
card information sells it to third party) or can be from
individuals who use covert technical means.

Technical Threats

1. Unintentional, innocent, or negligent technical
threats include software bugs that occur during the
programming of a computer system and system
configuration errors, such as the use of improper
settings or parameters when software is installed.

2. Intentional and malicious technical threats typically
include the use of computer code or devices designated
to hamper the system. This includes software bugs
purposely added to computer programs; malicious
software that modifies or destroys data, such as
viruses, worms; Trojan horses or back doors that allow
unauthorized access to a system, password hacking,
network spoofing, denial of service attacks, email
hijacking, and so on.

Regardless of the intention, you must protect your 
organization from the vast and swiftly growing array 
of threats that can put your reputation and revenue 
at risk. Only having a plan that meets the minimum 
requirements is not enough. An effective business 
continuity program that anticipates and responds to 
uncertainty is paramount to achieving organizational 
resiliency. Your clients and the regulatory environment 
require it. 
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1601 Wewatta Street
Suite 300
Denver, CO 80202

866-364-9696
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We are the leading provider of business continuity and disaster recovery solutions. After 
a business interruption, we deliver the resources that make recovery and resilience 
simple. Our customers have guaranteed access to temporary power, furnished mobile 
office space, communications equipment, and technology, as well as planning and 
testing resources.

In the wake of the unexpected, we make resilience simple by providing the expertise 
and resources your organization needs to recover quickly. Whether you’re a seasoned 
continuity professional or creating your company’s emergency plan for the first time,  
we’re ready to support you and your team.

Summary
Organizations face continuous threats that can put 
lives in danger and disrupt operations. However, 
implementing an incident management program that fits 
your organization is challenging.

To help mitigate these threats, Agility offers an integrated 
business continuity solution that helps your business 
plan, test, train, alert and recover—all in one. It enables 
organizations to eliminate business impacts and make 
sure their workforce is safe and informed.

• Prior an incident - We help you manage and
generate emergency action plans, provide online
training with expert content, and offer unlimited
document storage.

• During an incident - Agility keeps your workforce
safe with bi-directional emergency messaging,
instant conference calling, panic button, and access
to emergency plan documents—all available via a
full-featured native mobile application.




