Tips of the Month
February 2010

Warning Signs of Identity Theft
Watch for the warning signs of identity theft…
· Missing bills or statements. If you did not receive an expected bill or statement by mail.

· Unexpected charges. If there are charges you don’t recognize on your account, or transactions with vendors you don’t recognize.

· Unsolicited credit cards. If you receive credit cards that you didn't apply for.

· Collection calls. If you get calls from creditors or debt collectors regarding merchandise or services that you did not buy.

In the U.S. one of every ten consumers has already been victimized by identity theft*.  Put ITAC Sentinel® to work on your behalf, with serious identity theft protection for the way you live. Ask an associate today about how you can learn more about this important member service. 

*2009 Consumer Identity Protection Services Scorecard (May 2009)
March 2010 

Identity theft statistics you should know from the newly released 2010 Javelin 
Identity Fraud Survey Report:

· Identity fraud continues to rise for the second year in a row

· Criminals are growing more sophisticated by targeting areas of consumer vulnerability such as computers

· 1 in 4 non-card frauds (utilities, checking accounts) involve an account takeover with longer detection periods of up to one year or more

The good news is that consumer costs for fraud losses are down, and those who monitor their accounts electronically experience shorter detection time and quicker resolution time.  

ITAC Sentinel® can empower you with the monitoring tools you need to protect your identity and personal assets. Ask an associate today about how you can learn more about this important member service. 

April 2010 

Tips for a Safe & Secure Tax Season

· Be suspicious of any calls or emails purporting to be from the IRS, no matter what the issue. The IRS will always write to you first, will rarely call, and will never email you. 

· Never confirm your SSN or account details by email or over the phone. 

· Don't forget to shred any unnecessary documents or copies when tax season is over. 

· If you plan to keep a copy of your tax return on your computer, make sure it is password protected and encrypted to protect it from prying eyes. 

· Finally, check your credit report immediately after tax time and again a few months later to make sure that if your personal information was stolen, it is not being used against you. 

Let ITAC Sentinel® Identity Theft protection help you avoid the best laid identity theft traps.  Ask an associate today about how you can learn more about this important member service.

May 2010 
Your identity is unique; let us help you keep it that way…

What’s in a name? Just ask your friends to describe you and you’ll find out. Because when someone thinks about you — even if they’re only looking at your name on a page — they get an understanding about how you live, what’s important to you, what you’re interested in, and more.

Now, imagine what an identity thief can do with that same information. No matter how they get the details about your life — through online social sites, or from the mail in your own home mailbox — they can take advantage of you, sending you scrambling to reinstate your good name. With ITAC Sentinel® working on your behalf, you don’t need to worry about that.

Ask an associate today about how you can learn more about this important member service. 

June 2010 
Creating an Identity Theft-Proof Home
Identity theft has quickly become the crime of choice for burglars. It's much easier for a thief to walk down the street with your Social Security number written on his hand than your brand new 46" LCD TV tucked under his arm. Your Social Security number will fetch more than your TV, and the thief can sell the information over and over again. 

So what can you do to protect your financial information?

· Keep your Social Security number/card in a place that's almost impossible for a thief to find

· Don't leave financial information lying around the home in plain sight, remember this includes things like:

· Prepaid credit card offers

· Pay slips

· Checkbooks or credit cards 

· If that data is on a computer, make sure it's protected with strong passwords and a good encryption program
· Every home today should have a personal shredder, because throwing out sensitive financial documents these days is no longer a safe thing to do

It makes sense to invest some time in protecting this important information and ITAC Sentinel® can help with serious identity theft protection. Ask an associate today about how you can learn more about this important member service. 

July 2010

Fraud Alerts – what they are and how they work

With the proliferation of identity theft consumers and businesses alike continue to seek effective means for identity protection services. Most recently, fraud alerts have been identified by some in the industry as a powerful and proactive tool in fighting identity theft.  

A fraud alert is a warning flag placed on an individual’s credit file at each of the three national credit reporting agencies Equifax®, Experian®, and TransUnion®. Consumers may place an initial fraud alert on their files at no cost.  Once placed, a fraud alert will remain active for 90 days. 

A fraud alert requires potential creditors to use “reasonable policies and procedures” to verify a person’s identity prior to issuing credit. Additionally, once a fraud alert has been placed, the individual is entitled to receive one free copy of his or her credit report from each of the three major nationwide consumer reporting agencies. Fraud alerts may be extended in increments of 90 days.

A fraud alert does not protect against existing account takeover where thieves gain access to existing accounts, change the contact information, and proceed to use the account for unauthorized purchases.  It will not provide protection if an identity thief is using existing credit cards and it won’t prevent the opening of new credit accounts that can be issued without the use of credit reports like Mobile phones or utility companies

No one can completely prevent – or promise to prevent – identity theft from occurring. However, consumers have options to protect and inform themselves.  Ask an associate today about the type of identity theft protection available through our credit union. 
August 2010
A College Student’s Credit Profile 

Credit is and will continue to be an integral part of our everyday adult lives. As your college student heads to school add learning the importance of maintaining and building good personal credit to their schedule. The majority of students entering college are experiencing their first taste of freedom; trial and error experiences that will help them grow personally and professionally.  Credit card companies love college students, and enhance students’ new found independence with “free” money.

According to United College Marketing Services, on average, college students carry 2.8 credit cards with a balance of $885.   Since plastic can be deceptively easy to use,  from the occasional meal at McDonalds to groceries to more extravagant purchases such as concert tickets - it’s easy to understand how a small balance can quickly rise.  If a student pays their bill on time, they can build a strong credit history.  But missing just one payment or simply paying a bill a few days late can have a significantly negative impact on their credit. Credit scores rate credit from “Very Poor” with a score starting at 350, to “Excellent,” having a top score of 850. This score will determine the interest rate they get on a new loan, will weigh in on their ability to rent an apartment, to secure utilities, and interviewing for a job and undergoing employment background screening.

Awareness of credit and personal information is key to protecting everyone’s most valuable personal asset — their identity.  Ask an associate today about the type of credit monitoring and identity theft protection available through our credit union. 
September 2010

Tips for Making Your Child’s Identity Safe When Going Back To School
Identity theft continues to be one of the fastest growing crimes in the country and according to the Federal Trade Commission, 5 percent of all identity theft complaints in 2008 were victims under the age of one.  Younger aged children are often targeted by identity thieves because the crime can go undetected for longer periods of time.

The U.S. National Center for Education Statistics estimates that an anticipated 56 million children will embark on their first day of school this fall.  For most parents, it means having to fill out or update a number of forms required by the school, some of which ask for your child's date of birth, home address, phone number, and even your child's Social Security number.  In an age when child identity theft has become more prevalent, it is ultimately the responsibility of the parents to question how their children's personal identifiable information (PII) is being used, why it is necessary, and if it is being secured against identity theft.

The following list of tips can help parents protect school-aged children from becoming young victims of identity theft:
· Remind your children not to share any personal information like their home address, phone number, or Social Security numbers with strangers.   

· If you are a new parent with a child entering kindergarten, most schools will require a copy of that child's birth certificate.  Do not leave a copy behind until you know where this information will be stored and who will have access to it.     

· Most schools still ask for the child's Social Security number; however, it is more of a "like to have" rather than a "must have."  This information is not always handled properly and puts your child further at risk for having their identity compromised should the information be accidentally leaked or stolen from insiders.  Ask to speak to the principal if you are uncomfortable with providing the information. 

· With more and more schools providing students access to computers for everyday use, it is important to teach your children how to be safe online while at school and to familiarize yourself with the school's Acceptable Use Policy for Internet Use. 

· Stay involved with your child's online activities. One in five U.S. children say they do things online their parents would not approve of, according to a recent Norton Online Living Report.  Make sure you monitor what your children are doing online.  Review and explain the privacy policies with your child so they understand how their information can be exposed if proper security preferences are not put in place. 

· Consider using parental control software or services to help monitor what your children are doing online.  Some parental control software can cost around $40 while many websites like AOL, MSN and Yahoo, offer some form of free parental controls included with their services. 

· Keep an eye out for any mail, particularly credit applications addressed to your child, or telemarketing calls asking for your child by name -- this could indicate that someone has used your child's personal information to commit identity theft.  

At (credit union name) we know that education and awareness can help consumers, and in this case, parents of young children, modify their behaviors and minimize the impacts of identity theft and fraud.  Education is one of the most effective weapons against identity theft. 
October 2010
Avoiding Common Scams and Frauds

Most scams are easier to commit using a massive fraud involving millions of users and only small amounts of money. These frauds are often easier to hide from the victim and there's the belief that small losses won't attract the interest of law enforcement.

How to Avoid Being Scammed

1. Trust, then verify — if it looks legitimate, double check before you respond or make any commitments.

2. Don't submit your password, username, Social Security number, or any other personal information in response to an email or phone call. 

3. Ignore offers to participate in secret shopping, paid surveys, or free trials. 
4. The IRS will never call or email you looking for personal information or to confirm your Social Security number.

5. Don't assume that because the person sending the email or making the phone call knows something about you (like your name, address, or employment) that they're legitimate. 

Your personal information is already out there and it's up to you to keep it safe.  Ask an associate today about your credit union can help.
November 2010

Fraud Protection That Works for You
Stay Protected by Keeping These Things in Mind:
· A locked mailbox can keep your personal information safe 

· If your regular bills and statements don't show up, contact the company and ask about it 

· Go paperless with your statements 

Monitoring your credit and identity can alert you to changes in your accounts, provide the continued confidentiality of your personal information, and give you the peace of mind you need to secure a new loan, make a purchase or take on a new job. Ask an associate today about the type of credit monitoring and identity theft protection available through our credit union. 
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Be Wary of Charitable Donation Pleas on Social Networking Sites
Generosity is alive and well in the United States, even with the economy ailing. Charitable giving, though down 3.6 percent from 2008, surpassed $300 billion in 2009, according to the annual philanthropy report put out by the Giving USA Foundation, a research and education group, and the Center on Philanthropy at Indiana University.  

Social networking is a powerful tool for social causes, which is why thieves will exploit every opportunity to reach the 1 billion+ users of social networking sites. The scam could come in the form of a donation request, a link promising a video of your contributions at work (but which hides malware), or a request that you invite all your friends to visit and support a donation page. 
Let ITAC Sentinel® Identity Theft protection help you avoid the best laid identity theft traps.  Ask an associate today about how you can learn more about this important member service.
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